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Abstract
Deep neural networks (DNN) have achieved great success in
speaker recognition systems. However, it is observed that DNN
based systems are easily deceived by adversarial examples leading to wrong predictions. Adversarial examples, which are generated by adding purposeful perturbations on natural examples,
pose a serious security threat. In this study, we propose the
adversarial separation network (AS-Net) to protect the speaker
recognition system against adversarial attacks. Our proposed
AS-Net is featured by its ability to separate adversarial perturbation from the test speech to restore the natural clean speech.
As a standalone component, each input speech is pre-processed
by AS-Net first. Furthermore, we incorporate the compression
structure and the speaker quality loss to enhance the capacity of the AS-Net. Experimental results on the VCTK dataset
demonstrated that the AS-Net effectively enhanced the robustness of speaker recognition systems against adversarial examples. It also significantly outperformed other state-of-the-art
adversarial-detection mechanisms, including adversarial perturbation elimination network (APE-GAN), feature squeezing, and
adversarial training.
Index Terms: speaker recognition, deep neural network, adversarial example, separation network

1. Introduction
The goal of speaker recognition is to determine the identity of
a person through speech. Both the safety and robustness of
speaker recognition systems have attracted much attention. It
has been shown that speaker recognition models are vulnerable to many attacks [1, 2, 3], such as replay, speech synthesis,
etc. Besides, with the widespread use of deep neural networks
(DNN) in speaker recognition tasks, the robustness of DNNs
also dramatically affects the security of the speaker recognition
systems. Recent studies [4, 5] have shown that by adding imperceptible perturbations to the inputs can cause DNNs to produce
incorrect results. We refer to the examples added with perturbations as the adversarial examples. Some well-designed adversarial algorithms were presented to search for subtle but effective adversarial perturbations when input with targeting speech.
Adversarial attacks have been studied previously in speech
processing systems. In [6, 7], the existing speaker verification
networks were found to be vulnerable against adversarial examples. Carlini et al. [8] verified the effectiveness of adversarial
attacks on automatic speech recognition. It is widely acknowledged that adversarial examples have posed a serious security
threat to speech processing systems.
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To secure the deep learning models from adversarial attacks, many countermeasures have been introduced. Defensive
distillation [9] worked by converting class labels into soft targets to mask the gradient information from attackers. Lu et al.
[10] trained DNN-based binary classifiers to detect whether the
inputs are adversarial or bona fide. However, only a few solutions have been proposed to improve the robustness of speaker
recognition systems against adversarial examples. Moreover, as
mentioned in [11, 12], the adaptive capacity of the countermeasure is limited by the transferability of the targeted adversarial
algorithm. Therefore, it is a challenging problem to maintain
the existing speaker recognition system with satisfactory performance against different adversarial attacks.
To alleviate the adversarial risks of speaker recognition systems and mitigate the drawbacks of existing solutions, this paper proposes a defense mechanism referred to as the adversarial
separation network (AS-Net). The key principle here is to separate the adversarial perturbations from the adversarial examples
so as to restore the natural examples. Specifically, an independent filtering module is designed and applied before forwarding the input examples to the speaker recognition system. In
this filtering module, the restored speeches are preserved, while
adversarial perturbations are removed as noise. Then, the restored speeches are directly fed into the recognition system to
finally output the recognition results. As the core functional
module, AS-Net is designed to be responsible for filtering tasks.
As part of the AS-Net, two optimized components, including
compression structure and speaker quality loss, are introduced.
The compression structure helps to facilitate adversarial perturbation reconstruction. The speaker quality loss is responsible
for supervising whether the restored speeches generated by ASNet are correctly labeled by the recognition system. The experimental results on the VCTK [13] corpus show that AS-Net
significantly improves the robustness of the speaker recognition
system against various adversarial attacks. It also outperforms
other state-of-the-art strategies. Besides, AS-Net has no direct
impact on the original speaker recognition system. Therefore,
AS-Net is applicable and can be easily integrated with other
countermeasures.

2. Baseline speaker recognition system
The d-vector [14] based speaker recognition system is used as
our baseline model. First, the DNN is trained by using speaker
IDs as classification labels. Then, in the enrollment phase, the
enrolled speeches are input to the trained DNN, and the embeddings of the last layer are extracted as the speakers’ identity
vectors. If a speaker has multiple enrolled speeches, all embeddings are averaged. In particular, the identity vector ck of

speaker k is defined as
ck =

M
1 X
ek,m
M m=1

(1)

where ek,m represents the embedding of the m-th enrolled
speech of speaker k. Afterwards, the cosine distance between
the test speech’s embedding and the identity vector is calculated
in the testing phase. The final decision is made by comparing
the cosine distance with the predefined threshold.
Both SE-Resnet and SE-Resnext [15] are applied as DNN
models to evaluate the effectiveness of our proposed AS-Net
on different speaker recognition systems. SE-Resnet and SEResnext are derived from Resnet [16] and Resnext [17] with
Squeeze-Excitation network (SENet) [15], respectively. By introducing learning concepts, SENet selectively emphasizes important parts in features and ignoring useless parts. It is observed that SENet exhibit a certain adversarial regularization
[7] effect that is similar to attention [18], and thus effective in
resisting adversarial examples.

3. Generating adversarial examples
Adversarial examples are created by adding perturbations on
natural examples to fool the target model. Therefore, the ideal
adversarial attacks can mislead the system effectively while perturbations are imperceptible to humans. Assuming a natural example x and its correct label ytrue , while P (y|x) represents the
output label of x from the speaker recognition system. After
adding perturbation γ to the natural example x, an adversarial
example x̂ is generated (x̂ = x + γ). The adversarial perturbation is constructed by solving the following equation.
min ||γ||2 s.t. P (y|x + γ) 6= ytrue
γ

(2)

To address the above optimization problem defined in Eq.
(2), several effective adversarial algorithms are designed.
3.1. Fast gradient sign method (FGSM)
FGSM [19] generates adversarial perturbation by calculating
the gradient that maximizes the loss. The perturbations computed in FGSM are as shown in Eq. (3).
γ = α · sign(∇x J(P (y|x), ytrue ))

(3)

Figure 1: The architecture of the proposed adversarial separation network (AS-Net).

3.4. Decoupled direction and norm (DDN)
DDN [21] that decouples the direction and norm of the adversarial perturbation can achieve satisfactory misclassification
with only a few changes. Instead of punishing adversary with
low norm values, this method optimizes the cross-entropy loss.

4. Adversarial separation network
The key to a successful attack is the perturbation added to the
natural example. If there is a mechanism to separate perturbations from natural examples, the threat posed by adversarial examples would be largely alleviated. Based on the above idea, we
propose a separation mechanism. However, in practice, two vulnerabilities are observed. One is that information redundancy is
common in the natural speech data, and the other one is that the
restored data are difficult to be correctly discriminated by the
speaker recognition system. These two vulnerabilities undoubtedly affect the embeddings of test speeches. To this end, we
design the compression structure and the speaker quality loss.
Finally, we propose the adversarial separation network (ASNet) that can reconstruct adversarial perturbations from adversarial examples and filter them off. Thereby, AS-Net can convert
adversarial speeches into natural speeches. As shown in Fig. 1,
the proposed AS-Net consists of three parts, namely, a perturbation reconstruction network (PR-Net), a reality quality network
(RQ-Net), and a speaker quality network (SQ-Net).
4.1. Algorithm overview

PGD [11] also relies on the gradient to calculate perturbations. Unlike FGSM [19], PGD [11] uses a multi-step solution. Through several iterations, finer perturbations are generated. PGD [11] can be expressed as

To recover the perturbed adversarial speech into the natural
clean speech, the compression module of PR-Net first extracts
the relevant knowledge K about the adversarial perturbation
from an adversarial speech A (K = fCom (A)). Then, PRNet reconstructs the perturbation N̂ based on the knowledge
K (N̂ = fRe c (K)). Afterwards, the result of the adversarial speech A minus the reconstructed perturbation N̂ is the restored natural speech Â , as defined in Eq. (5).

γ t+1 = γ t + α · sign(∇x J(P (yt |xt ), ytrue ))

Â = A − fRe c (fCom (A))

where J(P (y|x), ytrue ) is the loss of neural network and α is
the intensity of the perturbation.
3.2. Projected gradient descent (PGD)

(4)

t

where γ represents the perturbation at t-th iteration.
3.3. Adversarial attacks with momentum (MT)
Momentum attack (MT) [20] uses the momentum gradient to
iteratively change the perturbation. This method accumulates
velocity vectors along the gradient direction of the loss function to stabilize the update direction. By replacing the current
gradient with the cumulative gradient, MT [20] can be easily
generalized to other algorithms.

(5)

The restored speech should not only comply with the same
data distribution as the real clean speeches but should also be
correctly recognized by the target recognition models. The
above two tasks are accomplished with the RQ-Net and the SQNet, respectively.
4.2. Architecture of AS-Net
The PR-Net is designed as the compression structure to generate the adversarial perturbations for the input examples. The

compression structure consists of the compression and the reconstruction module. The compression module is responsible
for ensuring that the extracted knowledge efficiently retains relevant information on perturbations. The reconstruction module
aims to improve the quality of reconstructed perturbations.
The RQ-Net encourages the restored examples, which are
perturbations free, to be similar to real clean examples. For
supervision, RQ-Net is capable of distinguishing between generated examples and real clean examples.
The SQ-Net is the DNN to implement speaker recognition
task. During the training phase of AS-Net, SQ-Net supervises
the AS-Net to generate the restored examples that can be recognized by DNN as the correct speaker IDs. Thus, in the testing
phase, the DNN can generate correct embeddings for the input
examples which are processed by AS-Net. The parameters of
SQ-Net are fixed during the training process of AS-Net.
4.3. Loss functions
Generally speaking, AS-Net can perfectly separate perturbations from adversarial examples and restore clean examples. To
achieve this goal, some novel loss functions are introduced to
constrain the parameter learning of the PR-Net. Three loss functions are designed in this paper, including perturbation loss, reality loss, and speaker quality loss.
Perturbation loss: The perturbation loss is defined as
lpertur =

N
T
F
2
1 XXX
(P erturi,j − fP R (Aadv )i,j )
T F n=1 i=1 j=1

(6)
where N is the batch size, T is the number of frames, F is the
dimension of each frame and P ertur is the real perturbation.
The perturbation loss drives the reconstructed perturbations that
infinitely close to the real perturbations. As shown in Eq. (6),
we use the l2 norm to calculate the dissimilarity between the
reconstructed perturbations and the real perturbations.
Reality loss: Since the restored examples should be consistent enough with the real clean examples, they should also comply with the same data distribution as the real clean examples.
Reality loss encourages the generated examples to be regarded
by RQ-Net as real clean examples, thereby improving the quality of reconstructed perturbations. The reality loss function is
defined in Eq. (7).
lreality =

N
X

[1 − log fRQ (Aadv − fP R (Aadv ))]

(7)

n=1

Speaker quality loss: The AS-Net is distinguished by its
ability to produce the correct embeddings when input its restored examples into the recognition system’s DNN. To this end,
AS-Net should learn to generate examples that can make DNN
output the correct speaker IDs during the training stage. Based
on this analysis, we introduce the recognition system’s DNN as
SQ-Net and guide PR-Net’s parameter learning through speaker
quality loss. The effect of the speaker quality loss can be embodied as vectors pointing to the correct categories, which can
greatly improve the embeddings’ accuracy. The speaker quality
loss function is defined in Eq. (8).
lspeaker = −

N
X

ID · log(fSQ (Aadv − fP R (Aadv )))

(8)

n=1

where ID is the correct speaker ID in one-hot form.
All in all, the loss function of PR-Net is the weighted average of the above loss functions.

5. Experiments and Analyses
5.1. Experimental setup
To evaluate the feasibility of our AS-Net, all models were tested
on the VCTK corpus [13]. The VCTK corpus contained speech
recordings of speakers with different ages and genders. Each
audio was recorded in laboratory quality with 96 kHz sampling.
Two baseline models, including SE-Resnet and SE-Resnext
[15] with 512-dimensional and 2048-dimensional embeddings,
respectively, were used for performance comparison. These
models were constructed based on the d-vector [14], while
constant-Q transform (CQT) [22] was applied on extracting features. Similarities among the given examples were computed by
the cosine distance. For all recognition systems, the equal error
rate (EER) was applied as the evaluation indicator.
All adversarial attack algorithms, including FGSM, PGD,
DDN, and MT, were implemented based on AdverTorch [23]
library. Both the original clean examples and the adversarial
examples were combined to train AS-Net. Meanwhile, MT simulated unknown adversarial algorithms that existed in real applications, and was only introduced during the testing stage.
5.2. Adversarial example experiment
In Table 1, the EERs of SE-Resnet and SE-Resnext under different settings were evaluated. It is observed that both systems
achieve low EERs in recognizing natural examples while no
adversarial attacks exist (Normal). However, EERs of those
systems significantly increase when attacked by adversarial examples. This indicated that speaker recognition systems were
vulnerable when attacked by adversarial examples. Therefore,
the effective defense mechanisms were necessary to secure the
speaker recognition systems against adversarial attacks.
Table 1: Results of speaker recognition system for the normal
examples and the adversarial examples.
EER (%)

Normal

FGSM

PGD

DDN

MT

SE-Resnet
SE-Resnext

0.89
1.43

13.81
13.67

16.66
13.72

24.75
26.65

12.96
12.24

5.3. Comparative experiments
To quantitatively measure the performance of AS-Net, we also
employed other countermeasures, including APE-GAN [24],
feature-squeezing [25] and adversarial training (Adv-Train)
[11, 26]. APE-GAN [24] used generative adversarial network
(GAN) [27] to eliminate adversarial perturbations. Featuresqueezing [25] determined whether the input was an adversarial
example by comparing the feature-squeezing example’s prediction with the original example’s prediction. Adversarial training [11, 26] combined adversarial examples to retrain the model
with the ability to correctly classify adversarial examples.
Tables 2 and 3 compared the performance of different countermeasures. We applied AS-Net to the speaker recognition system (Ours). When compared with the system without adversarial countermeasures (None), AS-Net achieves relative error
reduction rate of 78.8% under different adversarial attacks. The
experimental results proved that AS-Net could effectively enhance the safety and robustness of speaker recognition systems
against adversarial examples. Besides, our approach significantly reduced the EER against MT adversarial examples. This

Table 2: Comparison of different adversarial defense countermeasures in SE-Resnet based speaker recognition system.

18

Ours
None

16

Adv-Train
APE-GAN

14

FGSM

PGD

DDN

MT

None
Adv-Train
Feature-Squeezing
APE-GAN
AS-Net (ours)

13.81
6.05
11.81
13.51
3.62

16.66
4.48
13.32
15.10
1.94

24.75
17.76
21.39
15.64
4.51

12.96
4.43
11.16
11.53
2.68

Feature-Squeezing
12

EER (%)

EER (%)

10

8

6

4

2

Table 3: Comparison of different adversarial defense countermeasures in SE-Resnext based speaker recognition system.
EER (%)

FGSM

PGD

DDN

MT

None
Adv-Train
Feature-Squeezing
APE-GAN
AS-Net (ours)

13.67
3.69
10.88
14.10
3.72

13.72
3.05
10.13
13.83
2.65

26.65
12.52
20.38
13.32
6.75

12.24
2.88
8.90
11.45
2.59

indicated that AS-Net was also effective for unknown adversarial attacks that may appear in real-world application scenarios.
According to the results of Tables 2 and 3, the AS-Net
proposed was superior to similar defense algorithms in performance. Specifically, AS-Net achieves relative error reduction
rate of 73.8% compared with APE-GAN. The main reason is
that AS-Net adds a supervision mechanism for recognition results, which greatly improves the quality of the embeddings
generated by DNN. Besides, our proposed approach outperforms the Feature-Squeezing by 73.6% relative error reduction.
The reason is that the effect of block-structured smoothing in
Feature-Squeezing decreases when processing time-structured
speech data. Moreover, when recognizing FGSM, PGD and MT
adversarial examples, AS-Net has 30.0% relative error reduction
compared to Adv-Train. However, when recognizing DDN adversarial examples, the relative error reduces by 62.8%. The
reason is that the robustness of Adv-Train is greatly dependent
on the transferability of the adversarial examples in the training set. This causes Adv-Train’s performance to oscillate when
dealing with different types of adversarial examples.
The performances of adversarial examples with different
perturbation intensities were also evaluated, as shown in Fig.
2. While perturbation intensity increases, it is observed that
the EER of AS-Net is significantly lower than other methods.
Meanwhile, the EER of AS-Net shows no dramatic fluctuation
within a certain range. And this means that AS-Net achieves the
best performance under different perturbation intensities.
5.4. Ablation study
For a systematic analysis, we also carried out ablation experiments on compression structure and speaker quality loss.
We compared AS-Net with the other two mechanisms. One
is the case that no compression structure (W/o Compression)
is applied where the speaker quality loss is preserved while replacing the compression structure with the transformation network that has no data dimension change. The other one is the
absence of speaker quality loss (W/o Speaker Loss) where only
compression structure is applied. Our method sets the weight of
the speaker quality loss to 0 during the training to keep AS-Net’s
parameters free from being affected by the loss updating.

0
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0.4

0.6

0.8

1.0

1.2
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Figure 2: Results of speaker recognition system (SE-Resnet)
with different adversarial countermeasures against FGSM with
different perturbation intensities.
Table 4: Results of speaker recognition system (SE-Resnet) in
ablation study.
EER (%)

FGSM

PGD

DDN

MT

W/o Compression
W/o Speaker Loss
AS-Net (ours)

12.99
12.42
3.62

15.46
14.43
1.94

18.35
10.34
4.51

12.02
11.12
2.68

Table 4 shows the results of ablation study. It is observed
that the relative error improves by 361.3% after removing the
compression structure (W/o Compression). The model with
no compression structure needs to perform transformations in
the entire data domain, which makes model learning to be difficult. Besides, the results also show that after removing the
speaker quality loss (W/o Speaker Loss), the recognition system’s EER under different adversarial examples also increases
significantly. This is because the mechanism for supervising
AS-Net to generate examples that can be correctly embedded by
the DNN is missing. The results of ablation study indicated that
the two mechanisms could effectively improve the defensive effect of AS-Net on speaker recognition systems.

6. Conclusions
In this study, we proposed a novel countermeasure to enhance
the safety and robustness of speaker recognition systems against
adversarial examples. In particular, we designed an adversarial
separation network (AS-Net) to eliminate adversarial perturbations and restore natural clean speeches. The test speech must
be processed by AS-Net before input it to the system for recognition. To further improve the performance, we also optimized
the AS-Net by introducing compression structure and speaker
quality loss. We compared AS-Net with other state-of-the-art
countermeasures on the public speaker dataset. The results
indicated that AS-Net could effectively enhance the safety of
speaker recognition systems in different adversarial situations,
and significantly outperformed other countermeasures.
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